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What does your child love doing
online?
What services and devices do they
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The online world can be exciting and inspiring. It has lots of opportunities to offer
young people. However it is important to manage and minimise the associated
risks.




What should we be aware of?




Children need to be aware of the impact that their online activity can have on
both themselves and other people, and the digital footprint that they create on
the internet.

It's easy to feel anonymous online and it's important that children are aware of
who is able to view, and potentially share, the information that they may have
posted.

When using the internet, it's important to keep personal information
safe and not share it with strangers.




Some online content is not suitable for children and may be hurtful or
harmful. This is true for content accessed and viewed via social networks,
online games, blogs and websites.

It's important for children to consider the reliability of online material and
be aware that it might not be true or written with a bias.




CONTAGY

who they say they are and that once a friend is added to an online account, you
may be sharing your personal information with them.

J It is important for children to realise that new friends made online may not be




CYBERBULLYING

Cyberbullying is bullying which takes place online or using technology. It is
important that young people know what to do if they or their friends are the
victims of cyberbullying.

Cyberbullying can happen in many different ways including unkind messages
or comments, the sharing of embarassing photos or exclusion from group
chats.

Children need to understand that their online actions can be just as hurtful
as offline actions and that seeking to deliberately hurt or upset someone is
always unacceptable.




What can we do about it?
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Discuss cyberbullying with your child - teach the importance of online respect and make
sure they know they can talk to you if they have any worries or concerns.

If they are a victim of this type of behaviour:

Don't deny your child access to a device
or service. They may feel punished when
they're already the victim.

) Do save the evidence

B Do report to your school/ the police
[ Don'tretaliate.

Q- Do use online tools to report and block
the perpetrator.




An open and honest
dialogue with your O Chinet
child is absolutely |
key.
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A simple and effective way to get involved with your children and their lives
online is through di ion. By maintaining an open di with your child
and encouraging them to talk to you about their internet use parents can help
children access the amazing resources the internet has to offer whilst
keeping them safe online.

Conversation starter ideas:

For detailed information regarding specific
el L Ask your children to tell you about the sites they like to visit and what they enjoy doing topics such as social networking, online
online. grooming, gaming, downloading etc see
our Hot topics.
l et t h e k n : t h ey Ask them if they know where to go for help, where to find the safety advice, privacy settings
and how to report or block on the services they use.
can talk to you. I s 1 ot o i s e

Ask them about how they stay safe online. What tips do they have for you, and where did
they learn them? What is OK and not OK to share?

www.childnet.com/parents-and-carers/have-a-conversation
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Consider setting a -
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Family agreement

A family agreement is a great way to start a conversation with your whole family about how you all use
the internet and discuss together how to behave in a positive way when online at home, at school or at
a friends house. Our family agreement advice provides a list of things to consider when creating a
family agreement and some examples. The family agreement template provides a framework that will
help families set clear expectations for positive and safe internet use.

For more information about how to put the family agreement into practice visit our blog.

Establish boundaries

and your :
3 Online Safety Agreement
eX p e Cta t I O n S a S a Alternatively you may need an online safety agreement which doesn't cater to a family audience. The

internet is a very important part of our lives today and setting up an agreement can help ensure that
everyone within your organisation/ group are safe when navigating the online world.

Family agreement advice Family agreement
POF Format (312.54 KB) template

POF Format (281,69 K8}

This online safety agreement is designed to be used in a variety of settings, including:

g
fa mi ly B
.

childnet.com/resources/family-agreement



Devices and Parental Settings







Ages 5-7 - Ofcom 2018

How are children using screens?

0,
42% are giga{gost

own their 9 hours a week

own tablet

Nearly
63«
(o 7 out of 10
play games online for
nearly 7.5 hours a week

of 5 - 7s who use YouTube
watch cartoons and funny
videos or pranks

Source: Of



Ages 7-11 - Ofcom 2018

How are children using screens?

3w5 = 93%

smartphone are online almost
13.5 hours a week

74

play games online for
nearly 10 hours a week Nea rly
8 out of 10

of 8- 11s use YouTube to watch
cartoons, funny videos and
music videos




Filtering software
and settings can
help block

unwanted content.

Look at filters on
individual devices
and from mobile &
internet providers

.
internet
matters.org

Parental Controls

Give your child a safe space to explore their curiosity online.

Our step by step guides will help you to set up the right
controls and privacy settings on the networks, gadgets,
apps, and sites they use to give them a safer online
experience,

Broadband & mobile networks Smartphones and other devices

Select the device from the dropdown list ‘ Select the device from the dropdown list

A ‘ 0
> ]
[ view | [ view a |

internetmatters.org/parental-controls/



o Create screen time rules together

To help them stick to digital boundaries
get them involved in the process of
setting simple rules on how they should
use screens in and out of the home.

Giving them reasons why it's important

to prioritise sleep, homework and family time
can help them make smarter choices about
when and how they should switch off screens.

Make sure to model the behaviour that
you'd like to see in them — children tend
to do what you do, not necessarily what
you say.



Social Media Accounts




Familiarise yourself
with safety and privacy
settings on the
services your family
uses.

Learn how to report,
block and mute other
users on games and
social media.

o Abot  SeferindemetDsy Bog Fesearch Getlwohed Trsng A Ewnts Tramslsi

' UK Safer ) . g i
Internet Advice Centre Hotline Helpline Pupil powered e-safety Q
Centre

Home | Advice Centre | Social media guides

Social media guides

Find out more about the safety features available on these popular soc

saferinternet.org.uk/advice-centre/social-media-guides



Get involved with your

child's life online. Learn
about the apps, games
and devices they use.

0. [HsP

®1's keap kids safe onli

Your guide to social
networks, apps and games

View all social networks, apps
and games >

° Watch our video about Net Aware

Sexual Violence

4 4

Play their favourite
games with them, try

out their favourite autyng net-aware.org.uk
apps... I A

Medium Risk Low Risk




Consider setting up
a shared family
email address.

Your child can use
this when signing up
to new services.

Encourage your
child to always
'think before you
post'

Lead by example and
discuss the content
you share on social

media too

Give your child
strategies to deal
with content they
don't want to see

For example,
speaking to you or
turning off the device




Content, Age Ratings and
Guidelines




Other useful resources...

(& common sense media

A LOT OR A LITTLE? m PEGI Age Ratings Family Friendly Games Careers
The parents' guide to what's in this app.

A+® Pieeeee 6000
Educational value Ease of play Violence

#leooo Seee
Language Consumerism

What are PEGI age Ratings?

ﬁ - Age ratings ensure that entertainment content - such as films, DVDs,
Drinking, drugs & smoking and games - is clearly labelled for the minimum age group for which it
is suitable. Age ratings provide guidance to consumers to help them
decide whether or not to buy a particular product. Since 2012, PEGI has

WHAT PARENTS NEED TO KNOW been the sole system used in the UK for new console and PC games.

Parents need to know that Snapchat is a popular messaging app that allows teens to Many thousands of games have been PEGI-rated since the scheme was

exchange user-generated photos, texts, videos, and calls -- both audio and video. The devised and introduced in early 2003. It is important to note that in the

commonsensemedia.org askaboutgames.com



Call of Duty: Modern Warfare (2019)
@/ age 18+ 1 6 6.6 ¢

Gritty, bloody military shooter tackles tough war questions.

Platforms: PlayStation 4, Windows, Xbox One (2019)

Continue reading ‘ @ Watch review




A LOT OR A LITTLE?

The parents' guide to what's in this game.

o +h Fneee

Positive Messages Positive Role Models & Ease of Play
Representations

é°e0c0o0o0 =0 Hl'eoooo
Violence Sex Language
$ee YY)

Consumerism Drinking, Drugs & Smoking >
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Violence

Viewed from first-person perspective, players kill human
enemies -- and, if they're not careful, also civilians -- using
variety of military weapons, including rifles, pistols,
shotguns, machine guns, grenades, Molotov cocktails,
rocket launchers, mounted guns, tanks, drones. Enemies
cry out in pain, gush blood, contort and sprawl
realistically when struck, their bodies coming to rest and
remaining on the ground. Disturbing scenes show torture
by waterboarding; execution by pistol and hanging; gas
attacks that kill men, women, children, animals; suicide
bombings; children being chased and potentially killed by
araging soldier. Some violence can be avoided by
selecting to turn it off at the outset of the game and
through decisions made during the story.



